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Introduction

This guide briefly explains how to setup you S/MIME infrastructure using MaillD email encryption
gateway. This guide only gives a brief explanation of S/MIME. For an introduction of MaillD’s
S/MIME support and for more information on administrating MaillD see the administration guide.

S/MIME is a widely supported email encryption standard'. S/MIME is natively supported by most
common email clients like Outlook, Outlook express, Windows Mail, Lotus Notes, Thunderbird,
Evolution, Apple Mail, Blackberry etc.

S/MIME supports public key encryption using X.509 certificates. The receiver of a S/MIME message
needs a public certificate and an associated private key to be able to receive encrypted email. The
sender of an encrypted message uses the public certificate of the recipient to encrypt a message. The
recipient needs the private key associated with the public certificate to decrypt the message. Without
the correct private key it is not possible to decrypt the message. For digitally signing a message the
sender uses his own private key. The recipient can check the signature using the public certificate of the
sender. Only certificates that are trusted are used when encrypting a message. Some certificates are
implicitly trusted because they have been issued by a trusted root authority. A trusted root authority is a
CA issuer that is ultimately trusted. A trusted root can issue intermediate CA certificates. The
intermediate certificate again can issue other certificates. This forms a chain of trusted certificates until
and end-user certificate is reached. Certificates issued by a trusted root are trusted if the complete
certificate chain is trusted (I.e. no certificate in the chain is revoked, expired etc.). A signed message
includes the certificate of the signer. The recipient extracts the certificate from the signed message and
stores it in the certificate store. The recipient can now reply encrypted because there is a certificate
available for the recipient.

MaillD has support for S/MIME email encryption and digital signatures. Because the sender and
receiver both require a certificate and private key MaillD has a built-in CA server that can be used to
issue certificates and keys to internal and external users. Once they have acquired a certificate external
users can use any S/MIME capable email client to start sending en receiving encrypted email. External
and internal users don’t need to use the build-in CA. If an external recipient already has a S/MIME
certificate, for example a free Thawte certificate, or if they don’t want the MaillD server to store a
backup-copy of the private key, they can use their own existing certificate or get a certificate from
another CA. A big advantage of using MaillD’s built-in CA server, as opposed to getting your own
certificate, is that it’s much easier for an external recipient to install the pfx file containing the private
key than it is to request a certificate from a third-party CA. Another advantage is that MailID functions
as a “key escrow”. If an external recipient looses the certificate and private key because of a system
crash and forgot to create a backup the recipient can no longer decrypt incoming email. Because a
backup of the certificate and key is stored on the MaillD server the system administrator can securely
sent a new copy to the recipient.

Sometimes you no longer want to use a certificate. For example when a private key has been leaked or

1 See http://www.ietf.org/html.charters/smime-charter.html for an overview of S/MIME related standards.




when a recipient no longer has access to an email address. A blacklist of certificates you no longer
should use is called a certificate revocation list (CRL). A CRL is a list of certificate serial numbers that
have been revoked by the issuer of the CRL. Some certificates contain a URL that point to the location
from which an updated CRL can be downloaded from. This is known as a “CRL distribution point”.
MaillD periodically scans all the certificates from the certificate stores and downloads all the CRLs it
can find. MaillD’s built-in CA allows you to create a CRL for your CA certificates. This allows you to
revoke certificates issued by your CA which you no longer trust or no longer use.

Quick setup

We will provide a short guide on how to setup MaillD for S/MIME. We assume that you have read the
administration guide and have already setup MaillD to sent and receive email. If you would like the
private key password to be sent by SMS Text message you should make sure that the SMS gateway is
setup correctly.

Create a CA

You need to create a new CA which will be used for issuing new certificates (skip this if you already
have setup a CA).

Open the create CA page by clicking “CA — Create new CA”. This should open the following page
(Figure 1: Create new CA).
ertificates | Roots | CRLS | CA | SMS | Settings | Queues | lLogs |

Create new CA

Root certificate

Walidity [1g25
indays — —J

Key length (5045 w
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Email | |
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Intermediate certificate

Validty [1g25 |
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General
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Signature algorithm [ gha256 With Rsa |~
for certificate signature i)

[ Create [ Close |
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Fill in the form:

1. Set validity at 1825 days (5 years) and key length at 20487,
2. Skip email field (i.e. leave it empty).
3. Set a common name that uniquely identifies your CA. The root common name must be different

from the intermediate common name.
4. Alternatively you can set the organization, first name and last name (select the more checkbox).
5. Make sure that “make default CA” is selected.
6. Set signature algorithm to “SHA256 With RSA”.

Click the “Create” button to create the new CA.

Add certificates for internal users

For every internal user that needs to send S/MIME encrypted email you need to create a certificate”.
You first have to make sure that the domains for which you receive email are internal domains and
allow encrypted S/MIME messages to be sent.

For each domain for which you receive email

Add the domain.

Set “Encrypt mode” to “Allow™.

Set the “Locality” property to “Internal”.
Select the S/MIME “Allow” property.

el e

For each internal user:

1. Create a user.
2. Create a new end-user certificate by clicking CA*.

*instead of clicking CA you can click on the certificate icon
for the user on the users page and then click on “create new certificate”. This way the email address is
already filled-in.

The following “Create new end-user certificate” page should be opened (see Figure 2: Create new end-
user certificate).

2 Unless you have different requirements it's best to leave the default values.

3 Even though it's possible to sent encrypted email without the sender having a certificate it's better to create a certificate
for every sender because otherwise the external recipient won't be able to reply encrypted.

4 Alternatively you can set it to “No encryption” and enable the subject trigger.



ertificates | _Roots | CRLS | CA | SWS_| Setings | Queues | Logs ||

Create new end-user certificate

CA settings | Create new CA | Select default CA | Create CRL | Send cerificates

Geperal

validity [3g5= ]
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Key length | apag|w
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Figure 2: Create new end-user certificate

Set validity at 1825 days (5 years) and key length at 2048°.

Set signature algorithm to “SHA256 With RSA”.

Email should be set to the email address of the user.

Leave the common name as-is (or set it to a identifier that identifies the user).

Alternatively you can set the organization, first name and last name (select the more checkbox).
Add a CRL distribution point if required. See Appendix A for more info on adding a CRL
distribution point.

A e

Because the certificate is for an internal user you don’t need to sent the certificate by email because the
gateway will encrypt and decrypt messages for the internal user.

Click “Create” to create the certificate and private key. The certificate and private key will be added to
the certificates store.

5 Unless you have different requirements it's best to leave the default values.



Add certificates for external recipients

External recipients need to have a certificate and private key to start sending and receiving S/MIME
encrypted email. The external recipient can request a certificate from an external CA, like for example
Thawte, or get a certificate from the built-in MaillD CA. As it is much easier for an external recipient
to install a certificate from a pfx file we will explain how to create a certificate for an external recipient.
For every external recipient that needs to receive S/MIME encrypted email you need to create a
certificate.

For each external user:

1. Create a user.
2. Make sure that S/MIME “Allow” property is set.
3. Create a new end-user certificate by clicking CA*.

*instead of clicking CA you can click on the certificate icon
for the user on the users page and then click on “create new certificate”. This way the email address is
already filled-in.

The “Create new end-user certificate” page should be opened (see Figure 2: Create new end-user
certificate).

Set validity at 1825 days (5 years) and key length at 2048°.

Set signature algorithm to “SHA256 With RSA”.

Email should be set to the email address of the external recipient.

Leave the common name as-is (or set it to a identifier that identifies the recipient).

Alternatively you can set the organization, first name and last name (select the more checkbox).

If you want to send the certificate and private key using a password encrypted pfx file you

should select “Send by email” and create a secure password (the 'gear' icon generates a secure

random password).

7. If the recipient should receive the password via SMS Text message you should select “SMS
password” and make sure that the recipients telephone number is set for the user.

8. Add a CRL distribution point if required. See Appendix A for more info on adding a CRL

distribution point.

A e

Click “Create” to create the certificate and private key. The certificate and private key will be added to
the certificates store. If “Send by email” was selected the certificate and private key will be stored
inside a password encrypted pfx file and sent to the recipient. If the “SMS password” was selected the
password will be sent to the recipient via a SMS Text message. If the password was not sent via a SMS
Text message you should use an alternative way to let the recipient know what the password is’.

The recipient receives a message with the password protected pfx file attached. The pfx file with the

6 Unless you have different requirements it's best to leave the default values.
7 You should use a different means of sending the password than email because you need be sure that password and pfx
file are not sent using the same communication channel.



certificate and private key should be installed into the recipients email client. The pfx installation
procedure if different for every mail client.

Email client setups

The next chapters will explain how to install the pfx, sent by email to the external recipients, for the
most popular email clients.



Outlook

The Outlook recipient receives the following message® containing an attached password encrypted pfx:

‘- Inbox Your email encryption certificate
|Search Inb o adhd ca@mailid.nl
| Click here to enakele Instant Search Senb: Won 5/25/2009 10:50 &AM
Arranged By. Date Hewest an top || Ioc tesgacomerol com
A Message | Edreypro (s kB)

Hi

Attached you will find a certificate with a private key
which you can use to encrypt and decrypt your email.

The password for the encrypted key was sent to you by
5MS to number 3161134%%%%,

The SMS can be ldentified by 2504.

MaillD- Email encryption, decryption and =igning

] [ — )

Figure 3: Outlook pfx email

Importing the pfx
The recipient should take the following steps:

Double-click the key.pfx file and start the “certificate import wizard”.

Step through the “certificate import wizard” using all default values.

If asked for the private key password, fill-in the password provided to you.

Press Next for all pages.

The final page asks you to accept the trusted root certificate. You must select “Yes”.

AP

The above steps will now be explained in more detail.

Double-click the attached pfx file (or alternatively you can save the pfx file and open it from the
Explorer by double-clicking it). A warning will be shown asking you if you want to open the pfx file
(see Figure 4: Outlook opening Mail Attachment). Click the “Open” button.

8 In this example the password was sent via a SMS Text message. The message is slightly different when the password
was not sent via SMS.



Opening Mail Attachment 2|

?/ You should only open attachments From a trustwortby source,
T,

Attachment: key.pfx From Inbox - Microsoft Outlaok

would you like to open the file or save it to your computer?

Open | Save I Cancel |

v Always ask before opening this bype of File

Figure 4: Outlook opening Mail Attachment
The “certificate import wizard” will be started which will import the password protected certificate and

Certificate Import Wizard =l

Welcome to the Certificate Import
Wizard

This wizard helps vou copw certificates, certificate trust
lisks, and certificate revocation lisks From wour disk ko a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of vour idenkity and contains information
used to protect data or to establish secure network,
connections. A certificate store is the syskem area where
certificates are kept.

To continue, click Mext.

= Back Cancel

Figure 5: Outlook Certificate Import Wizard

private key.
Click the Next button until you come to password page

You should enter the password for the pfx file.

Optionally you can select the two following options: Enable strong private key protection

Certificate Import Wizard x|

Password
To maintain security, the private key was protected with & password.

Type the password For the private key,

Password:

[~ Enable strang private key protection. You will be prompted every time the
private kev is used by an application if wou enable this option.

[~ Mark this key as exportable. This will allow ywou bo back up or transport your
kews at alater time.

< Back I ek = I Cancel |
Figure 6: Outlook Certificate Import Wizard password




If this option is selected Windows will always ask for your permission when a program tries to access
your private key. You are advised to leave it unselected.

Mark this key as exportable

If this option is selected you are able to export the private to a new pfx file. This allows you to create
backups of your private keys. If you want to create backups of your private keys you should select this
option.

Click the Next button and on the Next pages leave the defaults until you get to the “Completing the
Certificate Import Wizard” page.

Certificate Import Wizard x|

Completing the Certificate Import
Wizard

‘ou have successfully completed the Cettificate Import
wizard,

ou have specified the Following settings:

Certificate Store Selected  Automatically determined by t

Zonkent PFX

File Mame Ci\Documents and Settingsim
N i

< Back I Firish I Cancel |

Figure 7: Outlook Certificate import wizard finish

On the final page you should click “Finish” to start importing the certificate and private key.

The pfx file not only contains the end-user certificate and private key but also the root and intermediate
certificate. The import wizard will also try to import the root and intermediate certificate. Windows
asks for permission when importing a root certificate (see Figure 8: Windows security warning).



Srcuriby warning k|
B Wou are sbouk bo install a cerbificate from a certificabon suthority (CA) daming to represent:
- KallD oot
Windows cannot validste that the certificste B achuatly froshiallD Soot You should confirm ks origin by conbacting k3110 R0t The foliowing number sdll assist you in this process:
Thumbprink (shal): C38FA086 6681ESAD SECDOA0RE AL TEOH S&BIF168
Woarning:
IF youw irstall this rock cerbihicate, Windows vall sutomaticaly trust any cerbificste issued by bhis CA. Iretaling & cartFicats wath an uncenfinmed thumbprink 2 & securky nzk, IF vou chick "Ves"™ vou
ackresbecios this risk,
Dy veant b install this certificabs?

[ ]

Figure 8: Windows security warning

Click “Yes” to accept the root certificate. The root certificate should be accepted otherwise it won’t be
possible to send encrypted email from Outlook (it’s still possible to receive encrypted email even when
you do not accept the root certificate).

Now that you have installed a certificate and private key you are able to receive encrypted email.

Receiving signed and encrypted email
A signed and encrypted message looks like:

From: Hans Kortekass [hans@mailid. nl Sent:  Mon 5/25/2009 1:18 PM
To: testifidcontrol. com

Co

Subject: test encrypted emall

Signed By: hans@mailid.nl } | B

=
-

This is & signed and encrypted email.

Regards,

Hanz Kortekaas

Mailll - email encryption, decryption and =igning  www .idcontrel.com

Figure 9: Outlook signed and encrypted

a The ‘padlock’ shows that the message was encrypted
and the ‘ribbon’ shows that the message was signed.

2

The signed and encrypted message contains the public certificate of the sender. To make it possible to
reply to the message you should associate the public certificate with the sender. This can be done by
clicking on the senders email address (the from header), right-click and select

“Add to Outlook Contacts* (see Figure 10: Add to Outlook Contacts).



From: GELETCT

Hans Kortekaas [hans@mailid.nl]

Ta: testi@miim,|
ce HE  schedule a Meeting...
Subject: test encryp

Signed By: T Send Mail

Sign In to Instant Messaging

Renby &l with Tnctant

This is a signe| " ReplyAlly Instant Message
Additional Actions

Send Options...
g% Addto Outlook Contacts

Regards,

Hans Kortekaas ‘| g4 |gok up Outlook Contact...

Qutlook Properties

MaillD- Email Encryp| 03 cCopy

Sent: Mon 5/25/2009 1:18 PM

lem
Iy i |

1|

Figure 10: Add to Outlook Contacts

Save the newly added Outlook contact. If the contact is already part of your contacts you will receive a

“Duplicate Contact Detected” warning.

Duplicate Contact Detected

The name or email address of this contact already exists in the Contacts folder, 'Would you ke to:

T add new cortact

% Update information of selected Contack. & backup copy will be saved in Delebed Ttems Folder

Ful Narne [ 30b Title | company | E-mail |
Hans Kortekass nansmallid_nl

Fresdews of Updated Business Card: Changes bo Selected Contact:

| Ful Bame: Hans Kortekaas

! Hans Kortekaas E-rnal hansgmalidnl

| i Cortack Picture
| hans@mailid.nl Hotes

I Update I Cancel

Figure 11: Outlook Duplicate Contact Detected

Click “Update” to add the certificate to the contact.

Note: You will only need to associate the certificate with the sender contact the first time you receive a

signed and encrypted email.



Sending signed and encrypted email

Sending a signed and encrypted email is similar to sending a normal email. You only need to select the

sign and encrypt options. Outlook 2007 adds these icons to the tool-bar (see Figure 12: Outlook sign
and encrypt).

fﬂﬁ' HY 0 &+ = signed and encrypted - Massage (HTBL -0oX
I :
_F-/I Message Insert Options Format Teut 7]
=L - - - -— _. T -I‘ i 1
j | calibriBo - 11 - || AT RT | 22 S | e Edﬁ @ %E v :’ 24 :?
Paste . ‘B T |E - - |E = = iEiE | Address Check | - Follow = gl Speliing
= * 4 l = "&' et B . Book Mames 5 Up= s =
Clipboard ™ Basic Text IE MNames Imclude Optlons s || Prooting
To.. | |r-'lEruann|ners Encrypt

] = Encrypt this message to make it
] |
Send 4|

harder for unauthorized people to
. . read it.
Subject:  [signed and encryphed

This emnail should be signed and encrypted

Hans Kortekaas

i » &

Figure 12: Outlook sign and encrypt

With older Outlook versions you either have to add the sign and encrypt icons manually to the tool-bar
or you can enable sign and encrypt by opening the message options and selecting the
“Security Settings...” (see Figure 13: Outlook Security Properties).

Message Options d |
Message settings Security
Importance:  |Mormal - % Change security settings for this message.

Sensitivity: INDrmaI 'l Security Settings... |
Woting and Tracking options

S ity P ki b
B T vt [ T _|

™ Request a delivery receipt For this ¥ Encrypt message contents and attachments
I Request a read receipt For this me [+ Add digital si}l

ture to this message
Delivery options

¥ Send this message as clear text signed

@ [™ Have replies sent to: l_ ™ Request 5{MIME receipk for this message
[ Do not deliver befare: IW Security Settings
[ Expires after: IW Security setting:
Attachment Format: W |<Aut0matic> j Change Settings. .. |
Encoding: IAUtU-SE| Security Label
e— | I— Palicy Module: |<N0ne> j Configure. . |
Cateqories w | Mone Classification: I j

Privacy Mark:

oK I Cancel

Figure 13: Outlook Security Properties



For encryption the certificate of the recipient need to be available. If Outlook cannot find a certificate
for one of the recipients the following warning will be shown:

- Message Insert Optrons Format Text 'E’
T i =i (aR CRel |l ([l = =G ?
Encryption Problems i . _>ﬂ ¥

T
&
=
Fey
=

; Microsoft OFfice Gutlook had problems encrypting this message because _w i E| e e-lllng
! the Following recipients had missing or invalid certificates; or conflicking . 8
or unsupported encryption capabilitiss: Pptions Fa Procfing

To. | IE test@example,com

Subject: tes Continue will encrypt and send the message buk the listed recipients
mat not be able to read it

and Linencrypted Gantinue | Cancel I
test 2 i

&)

Figure 14: Outlook encryption problems

You will get this warning when the recipient does not have a certificate associated with the contact. If
you have a copy of the recipients certificate you can directly import it into the contacts certificate list.

Open the contact and select the “Certificates” for the contact’ and import the certificate file (.cer or
.p7b).

9 In Outlook 2003 you should open the “Certificates” tab.



™ [ AL I test - Contact - =X
| Contact l Insert Format Text @
l i Iy save & Mew - || 8 General % Er @ |=] picture = |5} Ay |‘E 7 !
& send - | Bl Details (=] AN Fields < @l | B cotegorize~ | ¥ || ==
Save & i e E-mail Meeting Call || Business. Speiling | Contact
Close  #% Delete | (B3] Activities || SRy | card ¥ FollowUp~ 8, | i || Motes |
Adtions I ‘Show | Communicate I Options | Proofing || OneNote.

Cutlook will use one of these certificates to send encrypted mail to this contact.
You can get a certificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact.

Certificates (Digital IDs)

Erogerties.. |
Setas Default |

SERparty |
Remave |

Figure 15: Outlook contact certificates



Outlook express

The Outlook express recipient receives the following message'® containing an attached password

encrypted pfx:

Folders ® | v1al% | Fom
@Dﬁiﬂukmr&ﬁ 1] = eameallidnl four email encryption certificate
= @ Local Falders
75 Inbox
J@ Cutbo From: ca@malidnl  To: tsst@ideontroleom
; 2 Sent Items || Subject: Your emal encryption certificate ﬁ
w-Ad Delebed Tte
*gl Drafts Hi B key e (5 49 KE)
Save Atkachments...
Attached you wnll find a cerhificate with a prvate key which vou can use to encryp
emal
) [ ERI
Contacts w || The passweord For the encrypted key was ent to you by SMS to number 31611343
Thar tacts b -
disd::rn?li&ﬂ;rnunc;;;d; The SMS can be identified by 1097
to create 4 rew conkack,
il-a-iIID- Email encryption, decryption and signing

|l messages), 0 unread

sl |

E Warking Onina |

Figure 16: Outlook express PFX email

Importing the pfx

Importing the pfx from Outlook express into windows is similar to importing it from Outlook so we
refer to section Importing the pfx from the Outlook chapter.

Receiving signed and encrypted email

A signed and encrypted message in Outlook express is automatically decrypted. The 'ribbon' &

& shows that the message is signed and the "padlock’
shows that the message is encrypted (see Figure

17: Outlook express signed and encrypted)

10 In this example the password was sent via a SMS Text message. The message is slightly different when the password
was not sent via SMS.



Folders * [[aT® [From | subgect | Recetved - |
¥ Outloak Express 1] - cafmaliid.nl Your emal encryption certficate 5{25/2009 47 FM
- @ Local Folders hanshmallid bast signed and encrypbad Siz 00 P
5'"‘350““’“‘ From: hans@malidnl To: testfidoontrol com Q a
[P sentens | Subject: best sined and encryated
(3 Deleted Ite Thid hessage is encripted |
B Drefts This message is signed and encrpted
0 [
Carfacts =™ X
=1 Martijn Brinkers WaillD- Email encryption, decryption and =igning
-]
|2 message(s), 0 unread B \itarkng Orine [ r:

Figure 17: Outlook express signed and encrypted

Outlook automatically associates the certificate of the sender with the senders contact (see the contact
on the left-hand corner with the red ‘ribbon’).

Sending signed and encrypted email

Sending a signed and encrypted email is similar to sending a normal email. You only need to select the
sign and encrypt options (see Figure 18: Outlook express sign and encrypt).

it This message should be signed and encrypted 3 =100l
]Flle Edit Wiew Insert Format Tools  Message Help |f,"’
— b LT — |
':*‘an-___Jl.J") & F|li V. | 5= 5
Send Cut - Copy. Paste  Undo Check Speling | Attach  Prioriky Sign | Emcryp, Offline
Wy
[EiTo: |test@idcontrol.com |Encrypt message| R
Ece | B
Subject:  |This message should be signed and encrypted
] Aoz BB roA|E=EEssa=—@[d
, =]
A signed and encrypted message
=
S

|
Figure 18: Outlook express sign and encrypt




Thunderbird

The Thunderbird recipient receives the following message'' containing an attached password encrypted
pfx:

L 1 '\-bl' 'i:- 7‘( 'f‘h' . W - & -

!, Jubject or Sendet

Reply  Reply Al Forward Tag Delete Jurk, .Pri-'i: Back, Forwards
H |!—_||Suhjud: |éé|Sunclaf |'v-|nabe fltﬂl
1 « 0 Your email encryption certificabe « ca@mailid.nl < 3FEPM
best signed and encryphed « hans@mailid.nl o 4300 PM

- Subject: Your email encryption certificate
From: ca@maild.nl
Date: 3:39PM
To: tezt@idcentrol.com

Hi,

Attached you will find m certificate with a private key which you can use to
Encrypt and decrypt your Smail.

The password for the encrypted key was sent to you by SHS to nuavber
Jlall5gmeer,

The SM3 can be identified by 1097.

Ureead: 0 | Tokalk2z

Figure 19: Thunderbird PFX email

Importing the pfx

You first need to save the pfx attachment before you can import it into Thunderbird. Save the key.pfx
file on the desktop (or on any other location you normally use for your attachments).

Now open the certificates options from the tools menu Tools — options, select the Advanced settings
and open the Certificates tab (see Figure 20: Thunderbird certificates options).

11 In this example the password was sent via a SMS Text message. The message is slightly different when the password
was not sent via SMS.



X
L !
A oy g
L S
General Display Composition Privacy Attachments Advanced
zeneral I Metiwork & Disc Space] Update  Certificate
Manage certificates, revocation lists, certificate verification and security devices.
E'\-'iew Cettificates Rewocakion Lisks | Merification | Security Devices
K | Cancel |

Figure 20: Thunderbird certificates options

Now click the “View Certificates” button. This opens the “Certificate Manager” (see Figure 21:
Thunderbird Certificate Manager).

& Certificate Manager ] - O] x|

Your Certificates | Other'F‘eane'sl YWeh Sites.l F'.uthl:irities.l

Yuﬁu hawe certificates from these organisations that identify wou;
Certificate .., I Security ., I Fuir.., I Serial Mu,. I Expir, .. IEI
Wit | Backup | Backip Al | Import | Dizlate |

Figure 21: Thunderbird Certificate Manager

Now click the “Import” button and select the pfx file you have previously saved.

The first time you add a certificate you are asked to set a “Master Password” (see Figure 22:
Thunderbird change master password). The master password is used to protect the private keys stored
in Thunderbird. The private keys are encrypted with the master password to ensure that only you can
access the private keys. You only have to set the master password once.

Note: this is NOT the password for the pfx file that has been handed out to you! The master password
should be chosen by you.



Change Master Password x|

Security Device:  Software Security Device

Current password: I iniot set)

Mew password: I |

Mew password (again): I

~ Password quality meker

(] 4 I Zancel

Figure 22: Thunderbird change master
password

Now that you have set the master password you are now asked for the password of the password
protected pfx file. This is the password that was given to you via SMS Text message or in some other
way.

Password Entry Dialogue |

Please enter the password that was used to encrypt this
certificate backup.

Password: I |

(0] 4 I Cancel

Figure 23: Thunderbird Password Entry Dialog

Enter the pfx password and press “OK”. If the certificate and private key from the pfx were installed
correctly the following dialog should be shown:

alers x|

[N Successfully restared your security certificatels) and private kewis).

Figure 24: Thunderbird certificate restored



The certificate with the private key and the root and intermediate certificates have now been installed.
You should now manually trust the root certificate because it is not automatically trusted. You first need
to find out which root you need to trust. First select your newly installed certificate (see Figure 25:
Thunderbird select personal certificate)

Double-click the certificate you just installed. The certificate details dialog should pop-up (see Figure

& Certificate Manager : 1 [T}

Your Certficates | Other Peaple's | Web Sites | Authorkies |

You have certificates from these organisakions that idenbfy vou:

Certiicate Name Secwxity Devics | Purposes | Serial Husnber | Expires On |E|

= MaillD emall encr...

‘wpersonanon-.,, Software Security .., <Unknown=  01:21:76:F6:9E:. .. 5/24/2014

Wiate Backup Ba:l:_mmI' Import | Delate: [

R

26: Thunderbird certificate viewer). The first entry in the “Certificate Hierarchy” is the root certificate.
You should remember the name because you need it in the next steps.

Figure 25: Thunderbird select personal certificate

Certificate Yiewer:"82450CCEDETC385908254 38036 203FEEF9 1207

Gereral  Detais l

Certificate Hierarchy
T T e

=l Maill D intermediate

“persona non-validated

Certificate Fields
= MaillD root - MaillD email encryption, decnyption and signing -
= Certificate
© Mersion
-Serial Murnber
[Cartificate Signature Algorithm
i Iesuer
= validity
i Met Before
[ Mok AFter =
Field ¥alue

Figure 26: Thunderbird certificate viewer



Now open the “Authorities” tab on the “Certificate Manager” and select the correct root certificate (see
Figure 27: Thunderbird authorities).

& Certificate Manager & |I:I|

Vour Certificates | Other People's | web Sites  Authorities |

You have certificates on fle that identify these certificate authorities:

Certificake Mams | Security Device

[=) Mksil I - Emnail encryption, decryption and signing

| [» |4

Mzill D intermediste Software Security Device

Maill ' roat Software Security Device

L

= Entrust, Inc.

Wigw Eit | Impiark | Delete

CIE

Figure 27: Thunderbird authorities

Select the correct root certificate and click the “Edit” button. In the following dialog you must select
“This certificate can identify mail users.” (see Figure 28: Thunderbird Edit CA certificate trust

Edit CA certificate trust settings

The certificate "MaillD root” represents a Certificate Authority,

Edit trust setkings:

[ This certificate can iderkify web sites.

IV : This certificate can identify mal users.

" 1Ris certificate can identify software makers.

ok Cancel

Figure 28: Thunderbird Edit CA certificate trust
settings

settings).

Now close all dialogs. We now need to associate the certificate with your account.

Open tools — Account settings... and select “security” options of your email account (see Figure 29:
Thunderbird account settings).



Account Settings il

=l mail.mitm.nl Security
E---Server Settings

‘-Capies & Falders To send and receive signed or encryphed messages, you should specify both a
: digital signing certificate and an encryption certificate,

Composition & Addressing

-Disc Space - Digital Signing
é---]unk Settings Use this certificate bo digitally sign messages vou send:
é---Return Receipts I Seleck. ., Clear
M [T Digitally sion messages (by default)
E---Disc Space ;
E---:Iunk. Setkings [ (EmErEt
Oubgoing Server (SMTR) Use this certificate ko encrypt & decrypt messages sent to wou:
I Select. .. Clear

Default encryption setting when sending messages:
% Mever (do nok use encrypkion)

{= Required {can't send message unless all recipients have certificates)

«~ Certificates

Wiew Certificates Security Devices

Add Account. . |

Set as Default |

Remaove Accounk |

(o)1 I Cancel

Figure 29: Thunderbird account settings

Now click the “Select...” button for “Digital Signing” and “Encryption” and select the newly added
certificate. Leave all other settings to default and close the account settings.

Thunderbird is now setup to start sending and receiving signed and encrypted email.



Receiving signed and encrypted email

T | | 1} ] Subject |na| Sender |i| Date -
I Yaur emal encryption cettif...  «  ca@mailid.nl o B39PM

kst signed and encryptead * Hang Kortekaas « 4:00PM

= Subject: testsigned and encrypted
From: Hans Kortekaas <hans@mailid.nl=
Dake: 4:00FPM
To: test@idcontrol.com

LRl e

Thiz messaage is s2igned and encrypted

MaillD - Email encryption, decryption and zigning www.idcontrol. com

| Unread: 0 | Total: 2
Figure 30: Thunderbird signed and encrypted email

A signed and encrypted email in Thunderbird looks as follows: [+ Shows that the message has been
signed and [ shows that the message has been encrypted.

Sending signed and encrypted email

You should enable “Encrypt This Message” and “Digitally Sign This Message” from the security pull-
down menu.

‘Eumpust: this messge will be signed and encrypted = Iji
File Edt Yew Jrsert  Formabt  Opeions  Tools  Help

gl 23 i mbgs oz fgis il es |

Send Contacks  Spell Aktach Security Save

Dix Mok Encrypt This Messags
® Encrypt This Message

From: | test - mail.mailid.nl

=1 To: | 2= Benno Diersma |

= To: | (=] « Digitally Sign This Message

Vigw Security Info

Subgect: | this mezsge wil be signed and encrypted
[ Body Text ] [ variable widkh /B S AB T U

— -
= ¥

.

this messge will be signed and em:wpted|

Figure 31: Thunderbird sign and encrypt



Apple Mail

Importing the pfx

Double-click the pfx file. This will open the Keychain Access application which will try to import the
certificate and private key. If the Keychain Access application is not opened, drag the pfx file onto the
Keychain Access application icon (/Applications/Utilities).

You are now asked for the password of the password protected pfx file. This is the password that was
given to you via SMS Text message or in some other way.

The pfx file not only contains the end-user certificate and private key but also the root and intermediate
certificate. The Keychain Access will also try to import the root and intermediate certificate and
permission is asked when importing a root certificate (see Figure 32: Mac Mail Keychain Access').
You should select “Always trust”.

f . Wilt u dat uw computer vanaf nu certificaten vertrouwt die door
k \l "MaillD root” zijn ondertekend?
fn ]|
l; = Iﬁﬁi Dit certificaat wordt als vertrouwd gemarkeerd voor alle gebruikers van deze
I computer. Om dit besluit later te wijzigen, opent u het certificaat in

Sleutelhangertoegang en past u de vertrovwensinstellingen aan.

MaillD root

MaillD root
Rootcertificaatautoriteit
Verloopt op: dinsdag 13 mei 2014 20:36:44 CMT+02:00

& Dit rootcertificaat wordt niet vertrouwd

= it

B Vertrouw
p Details

(" Verberg certificaat jl { Vertrouw niet "‘I f\femnuwalﬁjﬂ'a

Figure 32: Mac Mail Keychain Access

After installing the private key you should restart Mail. Apple Mail is now setup for sending and
receiving signed and encrypted email.

When Apple Mail needs decrypt a message it has to access the private key. Apple Mail will ask for
permission for accessing the ‘PrivateKey’.

12 This example is in Dutch but it should look similar in any other language.



Receiving signed and encrypted email
A signed and encrypted email in Mail looks as follows:

& © @ Using encryption and digital signatures in Mail =)

Delete  Reply Reply All Forward Print

From: Hans Kortekaas <hans@mailid.nl>
Subject: Antw.:test mailtjes
Date: 23 mei 2009 19:30:09 GMT+02:00
To: Joostvan Lesuwen
Security: @ Encrypted, # Signed

e
-

Figure 33: Apple Mail signed and encrypted
shows that the message was encrypted and shows that the message was signed.

Sending signed and encrypted email

You can sign and encrypt a message in the compose window by selecting the sign and encrypt options:

a =
Encrypt: Sign:



Gmail

If you access Gmail with pop3 or imap you are using normal email client (like Outlook) and should use
the guide for your email client. If you access Gmail using the Gmail web interface you will need a
special add-in for reading and sending S/MIME messages because Gmail does not natively support
S/MIME. There is a cross-platform add-in available for Firefox that allows you to read and send
S/MIME encrypted email directly from Gmail’s web interface.

Installing the add-in

Requirements: Firefox

The Gmail add-in can be downloaded from https://addons.mozilla.org/en-US/firefox/addon/592. Just
install the add-in by clicking the “Add to Firefox” button.

Importing the pfx

The email with the password protected pfx file containing your certificate and private key will look
similar to:

« Back to Inbox  Archive = Report spem  Delete Movelo w | Labels w More actions v

Your email encryption certificate b |x
caf@mailid.nl to me ghow details 1:33 PMW (8 minutes ago) 4F 45 Raply |
Hi,

Attached you will find a cedificate with a private key which you can use to encrypt and decrypt
your email.

The encrypted key reguires a password which should have been handed out to you,

MaillD - Email encryption, decryption and signing

ey . pix
J 8k Download

* Reply =¥ Forward

Figure 34: Gmail PFX email

Because the Gmail add-in works from Firefox you will need to import the certificate and private key
into Firefox. This requires first that you save the attached pfx file onto your local file system by
downloading the pfx file.



Now open the Firefox encryption settings using tools — options... and then open the “Advanced”
options (see Figure 35: Firefox Advanced settings).

Options x|

[ain Tahs Content  Applications  Privacy  Security  Advanced

Gu_anerall Netwnrkl Update = Encryption |

- Protacals

W Use TLS 1.0

- Certificates
When a server requests my personal certificate:

(™ Seleck one automatically (5 Ask me every time

YWiew Certificates | Rewvocation Lists I Walidation | Security Devices |

()4 I Cancel | Help I

Figure 35: Firefox Advanced settings

Now open the the Certificate Manager by clicking the “View Certificates” button. In the Certificate
Manager select the “Your Certificates” tab (see Figure 36: Firefox Certificate Manager).

) Certificate Manager =0 x|

Yfour Certificates | Feople I Servers I Authorities I Cthers I

‘fou have certificates from these organizations that identify you;
Certificate Mame | Security Device | Setial Mumber | Expites On |E|
YiEw Batkup Backup &l Trport... Delete... |

Figure 36: Firefox Certificate Manager

Now click the “Import” button.

The first time you add a certificate you are asked to set a “Master Password”. The master password is
used to protect the private keys stored in Firefox. The private keys are encrypted with the master
password to ensure that only you can access the private keys. You only have to set the master password
once.



Note: this is NOT the password for the pfx file that has been handed out to you! The master password
should be chosen by you.

Change Master Password ] ll

Security Device!  Software Security Device

Current password) I FEHEERE

hew passward: | |

Mein password {again); I

- Password quality meter

2k I Cancel

Figure 37: Firefox master password

Now select the pfx file you have previously saved. A dialog pop-up asks for the pfx password (see
Figure 39: Firefox pfx installed). This is the password that was given to you via SMS Text message or
in some other way.

Password Entry Dialogue x|

Please enter the password that was used to encrypk this
cettificate backup,

Password; I |

(] 4 I Zancel

Figure 38: Thunderbird Password Entry Dialog

Enter the pfx password and press “OK”. If the certificate and private key from the pfx were installed
correctly the following dialog should be shown:

et x|

1 Successfully restared your security certificatels) and private keyis).

Figure 39: Firefox pfx installed

The certificate with the private key and the root and intermediate certificates have now been installed.



You can now send and receive encrypted email. If you also would like to send signed email you must
trust the root certificate you just installed". You should now manually trust the root certificate because
it is not automatically trusted. You first need to find out which root you need to trust. First select your
newly installed certificate (see Figure 40: Firefox Your Certificates).

Double-click the certificate you just installed. The certificate details should now be shown (see Figure

I certificate Manager =10

Yfour Certificates | Pe.nple] Servers I autharities | Others I

You hawe certificates from these organizations that identify wou:

Certificate MName I Security Device I Sierial Mumber I Expires On IEI
= MaillD email encryptio.

persona non-vali.. Software Security Dey,,, 01;21:76:F69E90;:,,, 5/24/2014
persona non-vali... Software Security Des... 01:21:43:36:800E6: ... 5/14f2014

WiEw... f Baclkup... Backup All... Tmport... Delete... |

(o

Figure 40: Firefox Your Certificates

41: Firefox Certificate Viewer). The first entry in the “Certificate Hierarchy” is the root certificate. You
should remember the name because you will need it in the next step.

13 If you sign with a non trusted certificate the Gmail add-in reports an internal error.



Certificate Yiewer:"82450CCEDETC385908254 38636 2C3FEEF9 120

General  Detais ]

Certificate Hierarchy
B

=

Msill D intermediste

“persona non-validated

Certificate Fields

= MasillD root - Maill D email encryption, decryption and signing -
| Certificate
o Mersion
- Serial Murnbes L |
i Certificate Signature Algorithm
Issuer
= walidiy
i ot Befare
| Mok After |
Field ¥alue

Figure 41: Firefox Certificate Viewer

Now open the “Authorities” tab on the “Certificate Manager” and select the correct root certificate (see
Figure 42: Firefox Authorities).

& Certificate Manager

- O]
vour Certificates | Other People's | Web Sites  Authorities |
‘fou hawe certificates on file that identify these certificate authorities:
Certificate Fames I Security Device I ozl
[=] Msill D - Email encryption, decryption and signing I
L Msill O intermediate Software Security Dewvi I |
. Maill D root i

=] Enkrusk, Inc.

i | Eclit |

Tmpork | Delete

Figure 42: Firefox Authorities

Select the correct root certificate and click the “Edit” button. In the following dialog you must select
“This certificate can identify mail users.” (see Figure 43: Firefox CA certificate trust settings).



Edit CA certificate trust settings

The certificate “MaillD root” represents a Certificate Authority,

Edit trusk sektings:

[ This certificate can identify web sites.

I  Fhis certificate can identify mal users, :

" THis certificate can identify software makers.

O Cancel

Figure 43: Firefox CA certificate trust settings

Now close all dialogs. Your can now start sending and receiving S/MIME signed and encrypted email
from Gmail.

Receiving signed and encrypted email
A signed and encrypted email in Gmail looks like:

« Back to Inhox | Archive = Report spam  Delste Moveiow | Labels ¥ More actions

signed and encrypted email inbos |
Hans Kortekaas to me show details 1,55 PM (58 minutes ago) 4F 4 Reply |
This message is signed and encrypted

Mailll - Email encryption, decryption and signing

smime.pfm
7K Dovmload
Unverified Message: This version of Gmail SIMIME does not support digital signature
verfication.
B Signer: Ezinfo@mailid.nl
E=hans@mailid.nl
E=hans.kornekaas@idcontrol.com
CN=Thawte Freemail Member
l=zuer: Ch=Thawte Pemonal Freemall Izsuing CA

0=Thawte Consulting (Pt Lid.
C=Za

4 Reply =¥ Eorward

Figure 44: Firefox Gmail signed and encrypted



The current version of Gmail add-in does not verify digital signatures.

Sending signed and encrypted email

You can sign and encrypt your email by selecting the sign and encrypt option (see Figure 45: Gmail
send signed and encrypted)

&

> Reply =* Forward

Send Save howe Discard

To: Hans Kortekaas <hans@mailid.nl=

Add Cc | Add Bee | Edit Subject 4 Attach a dile | Include onginal attachments
S U F-T-I5 T @ o8 s = E kE S e Check Spelling
L & Plain Texl Efcrypt

On Tue, May 25, 2009 at 1:55 P, Hans Kortekaas =hans. kortekaaz@mailid. nl= wrote:
This message is signed and encr

il g

Mailll - Email encryption, decryption and =igning

Send Save Mow Dizcard
Figure 45: Gmail send signed and encrypted
Selecting will sign the message and selecting will encrypt the message

Click “Send” to sign, encrypt and send the message. When you sign a message a confirmation dialog
will pop-up asking you to confirm the signing of the message (see Figure 46: Firefox Gmail confirm

signing).



Text Signing Request .

-5

The site ‘mall, google. com’ has reguested thak yiou sign the Following
text maessage:

Conkent-Type: ket htrml

Hi thits 15 signed and enorvpted <br

T Signing Certificate

B24S0CCEDEFC FBEA08254 388362 CIFEEF9I 2C 76084849, ;'

Tssued to: Estest@ritrn.nl, Ch=persona non-validated -
Serial Number! 01:21:76:F6:9E:90:0C: FE:AF:C0i08139:43
Yalid From S/24/2009 10:50:22 AM ko 5/24/2014 10:50:22
PUFposes: Sign,Encrypl
Certificate: Kev Usage! Signing,Key Encipherment

Ernail: sesymiocontnol com %
'I.-rlm-l I e e LT l=Btmlempn SRl Plmma b
L eF »

Tio canflrm yiou agres bo sian this bext message using wour selecked
certificate, please confirm by entering the master password:

[a]4 I Cancel

To confirm you need to enter Firefox ’g.masterﬂpaséword which was previously set by you.

After clicking the OK button a pop-up dialog asks for your Gmail password. The Gmail add-in sends
the signed and encrypted message via the Gmail SMTP servers. Your Gmail password is required for
sending the message with the Gmail SMTP server.

Authentication Required

6 Erter password for hans@mailid.nl at smbps: jfsmkp. gmail. cor

[ Use Password Manager bo remember this password,
Ok I Cancel

Figure 47: GMail authentication required

Entering your Gmail password and click the OK button. The message has now been sent.



Remarks

The Gmail S/MIME add-in has some shortcomings compared to S/MIME support in other mail clients
that you should be aware of:

- Signatures are not verified.
- Drafts are not stored securely.

For more issues see http://richard.jones.name/google-hacks/gmail-smime/gmail-smime.html



Lotus Notes

The Lotus Notes recipient receives the following message'* containing an attached password encrypted
pfx:

[ LI Home ]r_, Hans - - Inbaox :K:l Loy Your email encryplion certifica, . xl

£l New=~ = Reply> SEReplyToAll» [zl Forward=> [ v |-~ [|_|]" Display» ) ~

Sy
{ *: - Your email encryption certificate
ca 1o test 05/26/2009 04:32 PM

Hi,

betached wou will find a certificate with & private key which you
can use to encrypt and decryvpt vour email.

The encrypted key regquires a password which should have been
handed out to ywou.

MaillD - Email encryption, decryption and siging

BT
E
—

ke, pix
Il | [=2 4|[.74 a][Oriine || [
Figure 48: Lotus Notes PFX email

Importing the pfx
You first need to save the pfx attachment before you can import it into Lotus Notes. Save the pfx file on
the desktop (or on any other location you normally use for your attachments).

Now open the User Security settings by selecting File — Security — User Security...

On the “User Security” dialog select Your Identity — Your Certificates. Now click the
“Get Certificates” pull-down menu and select “Import Internet Certificates” (see Figure 49: Lotus

Notes Import Internet Certificates)

14 This guide explains using Lotus Notes 8. For older versions of Lotus Notes it should however be similar.



User Securiky E B

; Seeurily B ; : : ;
L it et Your ceftficstes provide & seciie vy o identfp vou bo Mobes and other progiama. Vour 1D mas cortein

& = Your Identity cebhicabes used bosecire Mobes commuricabons &5 well 2z cetiicates ussd walh be Intemet

Voun M aines

i‘r’nm Motes Cenficaies j ap be zed to logi b Motes, o aocess Motes databases, and to exchange

Yoo [-"Erll'ﬁl:ﬂ'-ﬂj-‘ 3 zecume mail with othes Nates users.,

Your Smartcard

8 = dentitp of Others _TH:': lesusd Tos ssiimd Bt el Carliicates, =
E‘.!- i Whiak Dihats Do [R Hsn= Hortskszs/Hans Kortekszs  /Hane Hortekass i {Marge) Notes
@.4, H.I.J.H;a {.'.mﬂ = [R Hans KortekassiHans Korteksas — /Hans Kortekaas Praquast Mew Mates Fl
. : Irpoet Intesmat Certif
!E‘: M ail k
port Inteesaboer bl
Selecled l2m

|zsued ko Hans Hortekzss Hans Horteksas

lssued by /Hans Kortekaas

Aptivabed 0642502009 Tup= Mlobes intesnationsl enciyption

Expires L= Eepalenblier  THEFQ WAFWEGUM REVFE FINTT K243E

| Advanced Detais, |

Now select the pfx file you have just saved. A pop-up dialog opens asking you for the file format (see
Figure 50: Lotus Notes Select Import File Format)

Select Import File Format H B

" Binary encoded &, 509
" Base B4 encoded %509
{¢ PKCS 12 encoded

" PKCS 7 encoded

| Continue || Cancel I

Figure 50: Lotus Notes Select Import File Format

Select “PKCS 12 encoded” and click “Continue”. You are now asked for the pfx password:



Enter Password x|

Pagzword I

I (1] I | Cahcel |

Enter the password that was given to you via SMS Text message or in some other way. Enter the
password and click “OK”. The import wizard pops-up (see Figure 51: Lotus Notes Import Internet
Certificates).

Import Internet Certificates |

Type | Izsued To & |ssued By &

B test@mailid.nl Eh=Hans

test@mailid.nl GM=Hanz

BN=Hans EN=Hans

@ GN=Hanz GM=Hans

Selected item:

l2sued o t==ti@mailid. nl [E mil] testimailid. nl
lssued by GM=Hans [E mil]
Activated  05/24/2009 Type Internet mdti-purposze

Epires 05/24/2014 Fingerprint  E1711 A353 ADAS 306D C20C F34D 407C BEFYE

| Advanced Detats, .. | Thete iz a private key comesponding to this cartficate.

| tcceptal ||  Cancel |

Figure 51: Lotus Notes Import Internet Certificates
Click the “Accept All” button to import all the certificates and keys.

Receiving signed and encrypted email



The first time you receive a signed and encrypted message Lotus Notes asks you to “Cross certify” the
signer certificate. Click “Cross certify” to approve the certificate (see Figure 52: Lotus Notes Cross

Issue Cross Certificate |7

Cerlifier... Hanz Koriekaas/Hanzs Koriekaaz
Cerver.. Local
Subject name | EMAIL=infoi@mailid. nlEM AIL=infoi@mailid.nl 2
Subject akemate names
Fingeiprint |F21:.‘EII?S'.EI?EE‘EF3:E BEEG 100D F945 7BFT
Expitation date [05/26/2019 04:55:23 PM
[ Crosscetiiv 1| Cancel

Figure 52: Lotus Notes Cross certify
certify).

You only need to cross certify the first time a new signer certificate is used.

You can check if a message is signed or encrypted using the signature/encryption pop-up menu
(see Figure 53: Lotus Notes signed and encrypted)



[]E‘ Haome l ]E‘ Home ]IE' Hanz Kortekaas- Inbox Xl % zigned and enciypted }(l
%1 New ~ /51 Reply~ <& RepyToall > [ Foward~ @~ [~ gj Displayr €3 ~ More

£ )

| \ signed and encrypted

L Hans Kortekaas to: test 0572652009 04:58 Phd
Show Details

Hiztany: Thiz message hasz been replied to.

Thizs message is signed and encrypted.

MaillD - Email encryption, decryption and signing

J

Figure 53: Lotus Notes signed and encrypted




Sending signed and encrypted email

If you want to send a message signed and/or encrypted you have to open the “Delivery Options” from
the message composer. On the delivery options dialog select the Sign and Encrypt checkboxes (see
Figure 54: Lotus Notes Delivery Options). The message will now be signed and encrypted when it is
sent.

Delivery Options H B

Elasicl Advanced |
Delivery Options

Importance: Marmal [T Beturn receipt

Delivery report: IOnI_y on failure j ™ Prevent copying

Cielivery priority: INormaI j ™ Auto spellcheck
™ hark Subject Corfidential

[T Do not notify me if recipient(z) are running Out of Office

[T Do notexpand personal groups

Security Cptions Mood Stamp
W Sign Marmal j
¥ Encrept

[ Save bse zECuUrty options as the default

Figure 54: Lotus Notes Delivery Options



Appendix A: adding a CRL distribution point.

If you decide to add a CRL distribution point to your CA you should make sure that the CRL is
available and accessible for external recipients. This is required because the S/MIME clients of the
external recipients periodically tries to download the CRL. The CRL distribution point should be a fully
qualified URL. The HTTP(S) and LDAP protocols are supported but we advise you to use HTTP
protocol. Once the end-user certificate is created you cannot change the CRL distribution point of the
created certificate so you should make sure that the URL is the correct URL.

Create CRL

You can create a CRL by clicking CA — Create CRL. This opens the page where you need to select the
CA for which you want to create a CRL. Select the CA (there is probably just one). The following page
will be shown:

Create CRL

Creste a CAL for CA certificate: CN= MaillD intermediate

Serial numbers |
Seril numbssrs f revolad

cirilcams

Ramowe
Revoked certificate | Add
Sorial numbesr in hox. foem

Next update |365

n clays

Update existing AL M

ki o exisling CHL

Signature algerithim | Sha256 With Rsa ~

for CRL signature

| |
Figure 55: Create CRL

If you do not yet have any CRLs to revoke leave all settings to default values and press the
“Create CRL” button. The CRL is now created.

Publishing the CRL

After you created a new CRL you should upload the new CRL to the URL from which the new CRL
will be downloaded by the external clients. You should first download the new CRL from the CRL
store and then upload it to the server where you host the CRL.



Appendix B: MaillD SIMIME headers

When an incoming email is handled by MaillD, special headers about the properties of the email are
automatically added to the email. For example an encrypted message sent to an internal users is
decrypted by MaillD. Because the message, after being handled by MaillD, is no longer encrypted the
internal recipient of the message cannot check whether the message was initially encrypted. MaillD
therefore adds some security related headers that can be used to check if the message was secured or
not.

The following headers are added:
X-MailID-Info-Signer-ID -*
X-MailID-Info-Signer-Verified-*
X-MailID-Info-Signer-Trusted -*
X-MailID-Info-Signer-Trusted-Info-*
X-MailID-Info-Encryption-Algorithm -*
X-MailID-Info-Encryption-Recipient -%*

The * is build-up as follows [INDEX-]LEVEL

where INDEX and LEVEL are integer numbers starting at 0. INDEX is not used for all headers.
Example:

X-MailID-Info-Signer-ID-0-0

LEVEL denotes the S/MIME level the values applies to. A S/MIME message supports multiple nested
levels of protection (CMS layers). For example a message can first be signed and then encrypted.
LEVEL 0 is the first level encountered by the S/MIME handler. Within one level there can be multiple
items. For example a message can be encrypted for multiple recipients. INDEX is the index of an item
within a level.

Example headers:

X-MailID-Info-Encryption-Algorithm-0: AES128, Key size: 128 X-MailID-Info-
Encryption-Recipient-0-0: CN=Thawte Personal Freemail Issuing CA, O=Thawte
Consulting (Pty) Ltd.,

C=ZA/6B55D312FF5F9D5DAD9866FF827FFERS//1.2.840.113549.1.1.1 X-MailID-Info-
Encryption-Recipient-1-0: EMAILADDRESS=support@cacert.org, CN=CA Cert
Signing Authority, OU=http://www.cacert.org, O=Root
CA/6683C//1.2.840.113549.1.1.1



X-MailID-Info-Signer-ID-0-1: CN=UTN-USERFirst-Client Authentication and
Email, OU=http://www.usertrust.com, O=The USERTRUST Network, L=Salt Lake
City, ST=UT, C=US/88F9874A02A53042E0228D78CBD55795/ X-MailID-Info-Signer-
Verified-0-1: True

X-MailID-Info-Signer-Trusted-0-1: True

The example headers shows that the message was first signed and then encrypted. The encryption
algorithm was AES128. The message was encrypted with two certificates:

X-MailID-Info-Encryption-Recipient-0-0and X-MailID-Info-Encryption-
Recipient-1-0

One certificate was issued by Thawte and the other was issued by CACert'”. The message was signed
by one signer with a certificate issued by Usertrust.

X-MailID-Info-Signer-Verified tells whether the message content was signed by the signer
and that it has not been changed (tampered).

X-MailID-Info-Signer-Trusted tells whether the signing certificate was trusted (signed by
root etc.) by the gateway. If the signing certificate was not trusted the reason for not trusting is given in
the X-MailID-Info-Signer-Trusted header.

When email is received by MaillD it will remove all X-Mai1ID-* headers to make sure that an
external sender cannot fake any MaillD specific headers.

15 The certificate serial number, subjectKeyldentifier and encryption algorithm is also added to the header.



Appendix C: links

Outlook
Using S/MIME in Microsoft Outlook
http://searchexchange.techtarget.com/generic/0,,sid43 ¢c11252311,00.html

Installing and using your certificate in Microsoft Outlook 2003
http://www.globalsign.com/support/personal-certificate/per outlook03.html

Overview of certificates and cryptographic e-mail messaging in Outlook
http://office.microsoft.com/en-us/outlook/HP012305341033.aspx?pid=CH100622191033

Configuring S/MIME Security with Outlook Web Access 2003
http://www.msexchange.org/tutorials/Configuring-SMIME-Security-Outlook- Web-Access-2003.html

Implementing Outlook Web Access with the S/MIME Control http://technet.microsoft.com/en-
us/library/aa998939(EXCHG.65).aspx

Apple Mac

Mail — How to Use a Secure Email Signing Certificate (Digital ID)
http://support.apple.com/kb/TA22353?viewlocale=en_US

S/MIME for Apple Mail
http://joar.com/certificates/

Webmail
Gmail SSMIME
https://addons.mozilla.org/en-US/firefox/addon/592

http://richard.jones.name/google-hacks/gmail-smime/gmail-smime.html




