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Client side configuration and usage.




Zarafa SIMIME Webaccess plugin provides S/MIME functionality, for receiving and sending
encrypted and / or sign messages using Zarafa Webaccess Interface.
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1 Zarafa Webaccess

1.1 Introduction

The Zarafa S/IMIME plugin enables the Webaccess users to send and received encrypted and / or
sighed messages based on the S/MIME protocol.

1.2 Features
e Support for Firefox browsers on Windows and Linux (other platforms maybe working)
* Receiving encrypted messages
» Verifying signed messages

* Sending encrypted messages
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* Sending signed messages

* Sending encrypted and signed messages

1.3 Known limitations

* No support for multiple recipients of encrypted messages
* No support for verifying signatures of encrypted messages.

e Support for Mozilla Firefox only.

1.4 S/MIME Certificate providers

Free or commercial certificates are available from the following sources. Please note that most free
certificates offered usually include some form of restricted usage.

* InstantSSL / Comodo

e VeriSign
e GlobalSign

» Cacert (CAcert is NOT one of the trusted authorities built-in to FireFox and ThunderBird.)

* Secorio

1.5 Configuration

For the S/IMIME plugin to work configuration of the Firefox Browser is needed. The webaccess plugin
must be permitted to use Firefox XPCOM functions for encrypting, decrypting and signing of SIMIME
messages. If your Zarafa Webaccess already has the zarafa-smime plugin installed you can configure
your browser by visiting the following address

http://<ip-address>/webaccess/plugins/smime/userconf.php

You will be prompted to download the zarafaconf.html file which you should save in your local disk. After
downloading, open the zarafaconf.html file with Firefox and permit the file to configure your web browser
by clicking “Allow”. See screenshot 1

8. Ascript from "file://" is requesting enhanced abilities that are UNSAFE and could be
v used to compromise your machine or data:

Run or install software on your machine

Allow these abilities only if you trust this source to be free of viruses or malicious
programs.

[C] Remember this decision

‘ oDeny

& Alow

Screenshot 1

If the configuration is successful you will be presented with a file selection box which you can use to
insert your personal certificate(s) to Firefox Certificate Manager. The certificates must be in PCKS-12
format.

Security Note: By configuring Firefox to permit access to the Zarafa Webaccess site to XPCOM
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https://www.secorio.com/index.php?S_MIME_Email_Certificates
https://www.cacert.org/index.php?id=1
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http://www.verisign.com/index.html
http://www.instantssl.com/ssl-certificate-products/free-email-certificate.html

components, you permit your Zarafa Webaccess site to remotely access files in your computer and
execute programs on your computer with more permissions compared to a typical web page. It is
advised that the S/IMIME Webaccess plugin is used with a trusted Webaccess server.

1.6 Certificate Management

The S/IMIME Webaccess plugin uses Firefox build-in certificate manager to access the private and the
public keys needed for sending and receiving S/IMIME messages. To manage your certificates you can
access Firefox Certificate manager:

e On Linux: Edit » Preferences - Advanced — Encryption - View Certificates
¢« On Windows: Tools - Options —» Advanced — Encryption - View Certificates

See screenshot 2
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Main Tabs Content Applications Privacy Security Advanced

General MNetwork | Update  Encryption

Protocols
[+ Use SSL 3.0 ] Use TLS 1.0
Certificates
When a server requests my personal certificate:
(@) Select one automatically () Ask me every time
View Certificates Bevocation Lists Validation Security Devices

ﬂelp Close

Screenshot 2

You can import, delete, backup your personal certificates under the “Your Certificates” tab. Similarly you
can manage public certificates under the “People” tab. For more information please visit Mozilla Firefox

Knownledge Base http://support.mozilla.com/en-US/kb/Options+window+-+Advanced+panel?
style_mode=inproduct#Certificates

1.7 Receiving SIMIME Emails

1.7.1 Signed Emails

Signed S/MIME emails are automatically handled by the server to check if the signature is valid or not. A
signature is valid when the contents of the message, namely the body and the attachments, have not
been altered by any way by a person other than the signer of the email. When a message is verified as
valid an extra information bar is displayed with the message “This message is signed”. For each verified
signed attachment the text “verified” is displayed next to the filename. See screenshot 3

If the body of the email or the attachments have been altered the email is not considered valid and the
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message “This message is signed but we cannot verify the signature. Maybe the contents of the
message have been altered.” is displayed.
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1.7.2 Encrypted Emails

Encrypted emails are automatically downloaded to user's browser and decrypted using the private
certificates in Firefox's Certificate Manager. For security reasons the encrypted emails are not displayed
in Preview mode. Instead of the actual message the following text is displayed “This encrypted email
cannot be displayed in the Preview Panel. Open the message to read it.”
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Folder list _ = This is an encrypted message

All folders F | aved ¥ Michel <michel@ >
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@ Deleted ltems = This is a signed message &
) Drafts

i Preview Panel. Open the message to read it.
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_+¥ Sent ltems

D) Tasks

Open shared folders
Open Multi User Calendar

T —
ERCI RG]
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Screenshot 4

Double clicking the message will open the message window and the browser will decrypt the message
body and the attachments using one of your privates certificates stored in Firefox's Certificate Manager.
The extra info bar “This message in encrypted” will be displayed. For each encrypted attachment the
text “encrypted” is displayed next to the filename. See screenshot 5. The attachments are downloaded,
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decrypted and saved to your computer by the time you open the message. The attachments get saved
in user's temporary directory provided by the operating system and get instantly deleted from the
filesystem when user closes the message window.

Read Mail

Reply | ;] Reply All| gl Forward | :3 Optiens *

From: Michel <michel@ = Sent: Mon 19-10-2009 11:35
Ta: Michel <michel@ >

Subject: This is an encrypted message

Attachments: zarafa-server-smi in.tar. 18kb

This is an encrypted message

Screenshot 5

1.7.3 Encrypted and Signed Emails

Encrypted and signed emails are automatically downloaded to user's browser and decrypted using the
private certificates in Firefox's Certificate Manager. Encrypted and signed emails are treated as

encrypted emails, currently there is no support for verifying content body and attachments of encrypted
messages. See paragraph 1.6.2 and screenshot 6.

Read Mail

Reply Reply Al Forward | :j Options L

From: Michel <michel@ = Sent: Mon 19-10-2009 11:37
To: Michel <michel@ >

Subject: Signed and encrypted message:

Attachments: zarafa-server-smi in.tar. 18kb

This is a signed and encrypted message
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Screenshot 6

1.8 Sending S/IMIME Emails

The Zarafa SIMIME Webaccess plugin enables the user to send Encrypted and / or Signed emails using
the S/IMIME standard. When the S/IMIME plugin is installed and enabled the “Create Email” window
features two new buttons, “Encrypt” and “Sign”.

1.8.1 Signed Emails
To send a signed email the “Sign” button must be checked. See screenshot 7

When the “Send” button is clicked the message body and the attachments (if available) will be enclosed
in a virtual envelop and you will be asked to select a certificate to sign this message. Selecting a
Signing Certificate, filling in the correct Firefox Master Password (if applicable) and clicking “OK” will
sign and send the message. See screenshot 8.

Note that signing generates high CPU usage and may cause temporary browser freezing for messages,
of combined body and attachments of 2Mb or more.

If there are no certificates for signing the message “You don't have certificates for signing” will be
displayed and the sending procedure will be canceled. The user should either install the private
certificates in Firefox's Certificate Manager (see paragraph 1.5) or uncheck the “Sign” button.

_ySend|B) & | 2|8, 1 8| :)0ptons] Ernmt

To... |
CC...
BCC...

Subject:
Attachments:

B Z U e x x[iZiE|=E BeolE=z==)sa
Format | Mormal ~ | Font - | Size | N TR =) ]|

Screenshot 7
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The site ' ' has requested that you sign the
following text message:

Content-Type: text/html; charset=utfg
Content-Transfer~Encoding: basebd

PHA+UZ2InbmVkIGVEYWIsPCOwPg==

Signing Certificate
Michel 's The USERTRUST Network ID [3... |~

Issued to: E=michel@ [LCN=Michel g
Serial Number: 3A:0B8:36:ERF4:
Valid from 09/11/2009 02:00:00 to 09/12/2010 0]
Purposes: Sign Encrypt
Certificate Key Usage: Signing.Key Encipherment
Email: michel@ w

——————— . ..’

To confirm you agree to sign this text message using your
selected certificate, please confirm by entering the master
password:

I |
OCancel ‘ “'ﬂDK ‘

Screenshot 8

1.8.2 Encrypted Emails
To send an encrypted email the “Encrypt” button must be checked. See screenshot 9.

When the “Send” button is clicked the message body and the attachments (if available) will be enclosed
in a virtual envelop, which will get encrypted using the recipient's public certificate.

The plugin will look for the recipient's certificate is Firefox Certificate Manager, using the email address
of the recipient. If no certificate's for the recipient is found the following message will be displayed
“Error: Certificate for email 'michel@' not found! Try installing the certificate using firefox's certificate
manager or uncheck 'encrypt' button” and the sending procedure will be canceled.”. The user should
either install the public certificate in Firefox's Certificate Manager (see paragraph 1.5) or uncheck the
“Encrypt” button.

Note that currently there is no support for multiple recipient's when sending encrypted messages.
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Create E-Mail
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Screenshot 9

1.8.3 Encrypted and Signed Emails

To send a signed encrypted message both buttons “Encrypt” and “Sign” should be checked. The
message's body and the attachments (if available) will be first signed as described in paragraph 1.7.1

and then encrypted as described in paragraph 1.7.2. See screenshot 10.

Create E-Mail

| To...

|
| CC... |
|  BCC. |
Subject:
| Attachments: |
iB 7 U se|x x| iZ iZ|i= £ ]; BelE=s==s)=a)
) I: I

Format | Normal = | Font - | Size

Screenshot 10




1.8.4 General sending notes

When sending encrypted and / or signed messages the attachments are combined with the message
body in one encrypted and / or signed attachment. Note that the size of this attachments must be equal
or less than the maximum size of attachments permitted in your webaccess installation.

Moreover note that when sending encrypted and / or signed messages the attachments and the
message body are uploaded to the server after the sending button has been pressed. The user may
notice more time is needed for the “Create email” window to close depending on the internet connection
used.

If the user selects attachments and then clicks on any of the encrypt or sign buttons, the attachments
must be selected again. Note that by first selecting attachments and then clicking encrypt, the
attachments will be uploaded and store to your webaccess server unencrypted. Deciding if the message
will be encrypted and / or signed before uploading any attachments is the suggested way of the plugin
usage. Similarly if you choose to encrypt and / or sign, select attachments and then decided to not
encrypt or sign the attachments must be selected again.

1.9 Known issues

1.9.1 Known issues with signed messages

Sending a signed e-mail from Zarafa webaccess to Zarafa webaccess works but the resulting e-mail in
the sent-items folder will state that the signature could not be verified.

1.9.2 Known issues with encrypted messages

Encrypted e-mail messages from Zarafa webaccess to Zarafa webaccess will work but the senders
public key will need to be installed manually.

1.9.3 Known issues with signed and encrypted messages
Sending a signed and encrypted e-mail from Zarafa webaccess to Zarafa webaccess works but the

resulting e-mail in the sent-items folder will state that the signature could not be verified.

1.9.4 Known issues when replying to signed e-mail

When sending a reply to a signed e-mail the certificate of the original message is used to sign the reply.
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